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IPv6 BGP/OSPF config for a “small” ISP
with Hurricane Electric peering



Objective

 To get our RIR assigned IPv6 running, even if
our internet provider is not providing IPv6

* BGP IPv6 Peering with HE/or any other BGP
provider

e OSPFv3 internal



Think FIRST!

* Google Authenticator for RIPE and HE account
* Resource Certification at RIPE
e Route Origin Authorisations (ROASs)



BGP Peering HE

Get an account first

Edit or add ‘admin-c’

Edit or add ‘tech-c’

Send e-mail to ipv6@he.net
Create BGP Tunnel



mailto:ipv6@he.net

BGP Peering HE

HURRICANE ELECTRIC
INTERNET SERVICES

Create New BGP Tunnel

Through this interface you can request a static, IPvE BGP tunnel that will receive full transit
routes from AS6939 and be able to announce your RIR allocated IPvE space. To minimize
any issues or delays in turnup please note the following:

* Your ASN must be allocated from a RIR. (Public ASNs only)

* We must be able to validate that this is your ASN/address space (SWIP entries or a LoA
will doy

= We will prefix-filter your BGP session. If you are adding new announcements, please let us

know via an email to ipv6@he . net.

= We do not filter traffic. However, we do reserve the right to filter at our sole discretion as
needed.

= |f this is your first tunnel for this ASN, you should receive a message to your account's
email address. Please follow the instructions in the email to complete the verification
process. During this period the tunnel and BGP session will be unavailable. If you have
not heard from us within 48 hours then please email ipv6@he net.

IPv4 Endpoint (Your side):
Your ASN:

Prefixes announced:

Available Tunnel Servers: Asia
O Hong Kong, HK

Europe

O Frankfurt, DE
O London, UK
North America

O Ashburn, VA, US
O Fremont, CA, US
O Miami, FL, US




Let’s do it Iive

ill be connected to my core router

e 6to4 tunnel to my core.




Setup to be done

e All routers Dual stack
e Last 3 routers local at MUM

OSPFv3 internal

IPvE BGP Provider

Presenter computer



Type

MTU:

Actual MTU:
L2 MTU:

Local Address: |10015.10.2
Femote Address: |10.15.10.1

|Psec Secret:

Keepalive:




Add local IPv6

* Local are going to be
e 2a05:b880:0:6::2/64 :
+ 2a05:b881:0:100::/64 | =
* 2a05:b881:0:101::/64
e 2505:b881:0:102::/64 =




PFv3 instance on F

05PFv3 Instance <default=

General |Mdncs | ﬂilus|
MName:

Router ID: |10.104.0.29 |

Redistribute Default Route: |E|h~.la1_.rs (3= type 1) || ¥ | Disable

Redistribute Connected Routes: |EIS type 1

dliiane

Redistribute Static Routes: |nu

Redistribute RIF Routes: |no

Redistribute BGP Routes: |no

Redistribute Other OSPF Routes: |no

|defautt




v3 instance on R2

QSPFv3 Instance <default>
General |Melncs | Stilus|
MName:

Router ID: |10.100.200.253

Redistribute Default Route: |ne'u'er

Redistribute Connected Routes: |EIS type 1
Redistribute Static Routes: |no
Redistribute RIF Routes: |no

Redistribte BGP Routes: |no

Redistribute Other OSPF Routes: no




QS5PFv3 =etherdd:
General 3m|

ea: [T+ |

Interface: |e¢herZS || ¥ |

Cost: |10 |

Priority: |254 |
Network Type: |default [#]

Instance |0 |D |
[| Passive
] Use BFD

Retransmit Interval: |5

Transmit Delay: |'I
Hello Irterval: |10
Router Dead Interval: |40

||:-as:=i'-;-3 |i|'|a-:ti'-;-3




QOSPFv3 <etherl:




O5PFv3 =etherl=
General 3m|
Arca: [FEETRT | + |
Interface: |e‘ther'l
Cost: |10

Pricrity: |1]

MNetwork Type: |defauﬂ

Instance 1D: |ﬂ
[ | Passive
| Use BFD

Retransmit Interval: |5

Transmit Delay: | 1

Hello Interval: |10

Router Dead Interval: |40

||:-a39i'-;-3 |i|'|a-:ti'-;-3




tup the BGP instan

BGP Instance <AS44746:

Name:

Redistribute OSPF Ca

| Redistribute Other BGP

[ ok |
AS: (447245 | | Cancel
Router ID: [10.104.0.29 |~ Apply
[ Redistribute Connected
["] Redistribute Static
[ | Redistribute RIP
Py
Remove

Out Filter: | =]
Corfederation: | |~
Confederation Peers: | =
Ouster ID: | |~

Routing Table: | |~

[_| Client To Client Reflection
[ | lgnore AS Path Length

enabled




Route Fiter <>

Routing Mark: |

Route Comment: |

Route Tag: |

Route Targets: |

[ Inwert Route Targets

Site OF Origin: |

[ Invert Site Of Crigin

Address Famiy: |

OSFF Type: |

[] Invert Match




Matchers BGP Actions | BGP Actions |

Acton:

Jump Target: | || * |
SetDisgance: | |~
SetSeope: [ |~
SetTagetScope: [ |~
SetPref. Source: ||
SethNedhop: | ]

SetinMNexthopDirect: [ |
SetOutNehop: | ]
Set Routing Mark: I:I A

Set Route Comment: I:I i
SetCheckGateway: [ |~
SetDiabed:| |~
Safype: [ |~
StRoueTag:| |~
SetUse TENethop: | |+

—w- Set Route Targets

¥~ Append Route Targets

—w- Sgt Site OF Origin
—4- |Pv6

Set In Nexthop IPv6:

Set In Nexthop Linklocal: I:I

SetOutNexthop IPve: | |
SetOut Nexthop Linklocal: | | =




BGP Peer <CORE>

Name:

Instance:
Remote Address:
Remote Port:
Remate AS:

TCP MD5 Key:
Mexthop Choice:

Hold Time:
Keepalive Time:
TTL

Max Prefix Limit:
Mz Prefic Restart Time:

In Filter:

Out Fitter:
AllowAS In:

AS44746
2a05:b880:0:6::1

44746
e
gt 3]

[] Muttibop

["] Route Reflect
@ [3]s
I |

["] Remove Privats AS
[ AS Ovenide

L S

["] Passive



Update Source: |Gtod at core

Cisco VPLS NLRI Length Format: |auto bits




BGP Peer <CORE>
General Advanced S‘tm|

Remote ID: |10.5.9.3

Used Hold Time:
Used Keepalive Time:



BGP Aggregates

BGP Aggregate <2a05b881:0:100:/56>

Instance:
Prefix: |2.E|D5:b331 A0:100::/56
Summary Onhy
[ Inherit Attributes
Include IGP

Attribute Fiter: |

Suppress Fitter: |

Advertize Filter: |

Routes Used Count: |3

enabled




Q&A

Leo De Geer
Phone +46 705915987
support@mikrotik.se
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